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Abstract: Traffic accidents present significant risks to human life, leading to a high number of
fatalities and injuries. According to the World Health Organization’s 2022 worldwide status report
on road safety, there were 27,582 deaths linked to traffic-related events, including 4448 fatalities at the
collision scenes. Drunk driving is one of the leading causes contributing to the rising count of deadly
accidents. Current methods to assess driver alcohol consumption are vulnerable to network risks,
such as data corruption, identity theft, and man-in-the-middle attacks. In addition, these systems
are subject to security restrictions that have been largely overlooked in earlier research focused on
driver information. This study intends to develop a platform that combines the Internet of Things
(IoT) with blockchain technology in order to address these concerns and improve the security of user
data. In this work, we present a device- and blockchain-based dashboard solution for a centralized
police monitoring account. The equipment is responsible for determining the driver’s impairment
level by monitoring the driver’s blood alcohol concentration (BAC) and the stability of the vehicle.
At predetermined times, integrated blockchain transactions are executed, transmitting data straight
to the central police account. This eliminates the need for a central server, ensuring the immutability
of data and the existence of blockchain transactions that are independent of any central authority.
Our system delivers scalability, compatibility, and faster execution times by adopting this approach.
Through comparative research, we have identified a significant increase in the need for security
measures in relevant scenarios, highlighting the importance of our suggested model.

Keywords: Internet of Things; blockchain; drunk driver detection; network security; MQ3

1. Introduction

Road accidents have emerged as a significant problem and can result in both human
casualties and property loss. With more speeding automobiles on the road, the likelihood of
automobile collisions has risen. Approximately 80 million automobiles are manufactured
worldwide, and the number continues to rise [1]. Since 1991, only 39 highways, motorways,
expressways, and vital routes have been constructed, which is fewer than the number of
automobiles generated annually. As a result, there are significantly more automobiles on
the road, and even minor carelessness might put road users at risk. Pakistan has stringent
rules on alcohol consumption [2]; however, as one of the most economically developing
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nations, it is observed that the lowest-class citizens, such as laborers, consume the most
alcohol [3]. Numerous Pakistani commercial drivers are addicted to narcotics and alcohol,
which increases the number of deadly accidents.

Currently, the government and traffic police in Pakistan do not use new technology
in the traffic system. According to the WHO’s (World Health Organization’s) worldwide
status report on road safety [4], in 2010, there were 4448 deaths at the accident scenes, and an
additional 27,582 deaths resulting from road accidents. According to one report, intoxicated
drivers were involved in 150 fatal road accidents in Pakistan over a period of ten months [5].
Pakistan has a national rule against drinking and driving, but its implementation is only at
a rate of 30%. The enforcement of laws against driving under the influence of alcohol is
carried out by the authorities [2]. If a driver is tired or intoxicated, the appropriate police
officials will utilize roadblocks and inspect each vehicle individually. They must evaluate
drivers based on indicators such as the smell of alcohol on the driver’s breath, the driver’s
physical appearance, and driving performance. Fuel officers visually assess the suspect
and the suspect’s car in order to determine the suspect’s BAC. Despite best practices, police
officers cannot determine the alcohol concentration of every driver by analyzing the driving
behavior. This method is inadequate since it is sometimes inaccurate and prone to bias and
human error. Implementing more automated and sensor-driven technology can reduce
the time and government resources required to detect drunk driving. Table 1 displays the
distribution of road-related fatalities in Pakistan.

Table 1. Total number of victims in fatal automobile accidents.

Nature of Data Count

Total fatalities in the country [4] 27,582 per year
Total accidents in Karachi city [5] 154 in 10 months
Total fatalities caused by inebriated drivers in Karachi city [5] 150 in 10 months

This research presents a system that utilizes IoT (Internet of Things) technology
and enhanced security measures to prevent drunk driving accidents. The transmission
of information is secured, and authentication and permission mechanisms have been
introduced alongside IoT devices. Using blockchain to encrypt data is a step forward in the
search for viable solutions, and there is a high likelihood of its official implementation. The
main contributions of this study are as follows:

• We propose a novel technique for detecting driver intoxication by monitoring both the
alcohol concentration in the driver’s breath and the quality of the vehicle’s operation.
As a result, even if the alcohol sensor is intentionally covered, an intoxicated driver
cannot remain undetected.

• We propose a compact, easy-to-install hardware module that uploads the BAC, motion,
and GPS data of the driver at regular intervals to the blockchain. Every driver with
the installed module on their vehicle will have a recorded data history that depicts the
driver’s trust profile.

• We highlight the immutability, scalability, and security features that make the platform
more trustworthy and reliable. It is not possible to change the transaction history,
regardless of the level of authority; hence, the guilty will eventually be penalized.

• We also elaborate on possible attacks, such as data mutability, identity theft, and
man-in-the-middle attacks, as well as how they can be prevented.

The remainder of the manuscript is arranged as follows: Section 2 sheds light on
existing work on alcohol detection and prevention. Section 3 describes the methodology
and workflow of how the system operates, the hardware and software components and
modules that have been used thus far, and their intended uses. Section 4 provides a
description of the attacks covered by the system, along with their brief explanations and
graphical representations. In addition, a comparison of the proposed system is carried out
with the existing systems. Finally, this study is concluded in Section 6.
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2. Literature Review

Due to the limited time available each day for activities such as work, chores, and
responsibilities, it is common for individuals to drive quickly in order to complete tasks.
Frequent road accidents are caused by individuals who move quickly and disregard traffic
regulations. It has been observed that the majority of drivers disregard traffic regulations.
Most public attempts to avoid traffic wardens occur if a traffic light is malfunctioning or
when there is additional personnel on the road managing heavy traffic [6]. Table 2 provides
a summary of the distinct findings from various research studies in this field, along with a
discussion of the focal points and gaps identified in the literature. The categories listed in
the table are as follows:

• 3 If comprehensive work is done, well-explained, and tested.
• 2 If work is somewhat conducted and explained.
• 1 If a tad bit of an idea is given.
• 0 If work is not explained at all.

Table 2. Emphasis and omissions in each study that contributes to the formation of the safe driving
system.

Reference Focus of the Paper

Gaps

Authentication and
Authorization

Data Encryption
and Security

Backup and
Recovery

Underlying
Technology Used

Problem
Solution

[7]
Measures to shut down and track
vehicles to make the roads safer
from drunk driving accidents

0 0 0 1 2

[8]

Implementation of an embedded
system with an alcohol sensor,
which enables the vehicle to
prevent the drunk individual
from driving

0 1 1 0 1

[9]
A system that controls traffic
using IoT and AI by signaling and
detecting the roads and traffic

1 0 1 1 2

[10]

A safe driving mechanism that
involves tracking driving
behavior with detection accuracy
and alarm rates

0 0 0 1 1

[11]

Online system that detects
anomalies by quantitatively
evaluating the information of
the driver

1 0 1 1 1

[12]

An IoV-based system that detects
if a driver is fatigued via neural
networks (ML) and the
normalization algorithm

1 1 1 1 1

[13]

DL and AI-based systems to
recognize driving hazards for
light transport vehicles (LTVs),
providing early warnings prior to
predicted collisions

2 1 0 1 2

[14]

Identifies the factors that
contribute to the overall driving
experience and compares these
factors between older and
younger drivers

0 0 0 1 1

[15]

A virtual reality (VR) driving
’game’ that educates the public
more effectively on the hazards of
drunk driving using an
evidence-based approach;
includes real alcohol-impaired
participants

1 2 1 1 1

For better visual comprehension, the research articles are categorized based on the
underlying technology used, as depicted in Figure 1. Further details can be found in Table 3.
Considering the work in [16], it is a good idea to protect the system from cyberattacks.
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However, IoT devices typically lack a solid foundation when it comes to security and
privacy. Interoperability is another crucial issue to consider. This is not handled very well
by IoT devices. The system should be sufficiently able to reduce the need for micromanaging
security issues. This solution combines blockchain technology with IoT devices that serve
as security capsules for internet communication. Decentralized authentication will also
be implemented in this domain. Modern vehicles with IoT-enabled devices are used to
monitor traffic scenarios based on the behaviors and locations of drivers. Through the
cloud, different traffic and road conditions are continuously forecasted. The dataset is
then classified according to a variety of circumstances using real-time modules of machine
learning. Here, blockchain and IoT devices are implemented, resulting in the creation of a
secure system [17].

Figure 1. Technology distribution of each system presented in existing studies.

Table 3. Summary of the variations of technological indicators across different studies.

Technological Dissection of Each System Presented in
the Study Study Qty

Android [18,19] 2
Modules using Wi-Fi [7,9,11,17,18] 5
Arduino [8,16] 2
Blockchain [17,20,21] 3
Sensors [7,8,22] 3
GPU [7,8,10,12,23] 5
IoT [7,9,16,19,20,22–25] 9
GPS [7,8,10,16,22,24] 6
AI and machine learning models [9–12,19,23,25] 7

The authors of [23] proposed a system that predicts if the vehicle’s operator is alert or
drowsy. This is accomplished by integrating IoT devices and video streaming processors. In
conjunction with the vehicle’s positioning, the eye aspect ratio is analyzed, and in the event
of a collision, a notification is sent to the police station and the nearest emergency assistance.
The face detection algorithm is used to achieve precise results for eye blinking and eye
positioning. This system could be enhanced by incorporating an alcohol detection sensor
into the module. The MQ-3 sensor improves the process of apprehending an intoxicated
driver by detecting BAC on the driver’s breath. By integrating a Q3 sensor and an Arduino
Uno microcontroller interface with a GPS (global positioning system) system that monitors
the driver and detects any errant motions in the vehicle’s motion, the system can detect
any erratic driving behavior. This hybrid approach categorizes a driver’s data based on
the driver’s level of intoxication. The ITP (information transfer process) flow is complex in
the government sector. This must be streamlined and swiftly action-oriented. To improve
processing efficiency, blockchain technology is implemented. There is a flow that controls
and distributes the stages of the entire process. This flow restructures the business and
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operational phases and supports the e-government infrastructure [20]. Studies in the
domain of trust-based IoT networks can be integrated with vehicular networks. In [26],
the authors identified and highlighted existing solutions and trust models of IoT. Their
survey identified existing challenges, issues, and future directions. Similarly, another
study [27] presented trust-based solutions for IoT in smart buildings. Another study [28]
utilized trust models of IoT to present security solutions for smart city networks. In [29],
the authors provided a context-based trust model to provide edge intelligence and security
to IoT nodes. In [30], the authors highlighted blockchain architecture, applied domains,
and platforms. They provided a detailed description of the existing security threats of
blockchain technology. An important survey [31] was conducted in the domain, which
provided detailed guidelines for driving safety with sensing in vehicular communications.
The authors utilized artificial intelligence-based collision avoidance mechanisms and a
testbed-based analysis to present solutions for collision avoidance.

In [18], the authors proposed using a smartphone to determine whether or not a
person is intoxicated. The application is installed on a mobile device in the same manner
as any other app. The application is then subject to the behavior and position of the
vehicle when it is in motion. If the system detects any behavior indicating that a person is
intoxicated, it alerts the concerned party to seize or rescue the individual. This alert can
be sent to the local police station or a family member. Several IoT devices are integrated
and intercommunicated to enable smart homes; this is the future of technology. On the
other hand, the likelihood of cyberattacks is high, and the repercussions can be much more
severe. The system presented in [21] utilizes blockchain to protect against cyberattacks.
When edge computing is integrated with transaction protocols, such as smart contract
blockchains, it prevents data privacy breaches. The reduction in the latency of IoT devices
is an additional factor that should be considered. Scalability plays an important role in this
type of system, especially when time is a critical factor for reporting the location, monitoring
driver behavior, or generating alerts in sensitive situations, such as heavy traffic.

An AI (artificial intelligence) module was integrated with IoT devices in [25] to ensure
that the drunk driver was constantly monitored and arrived at their destination safely.
In the event of an emergency or in drunk driving, information regarding the driver’s
speed and location is collected, analyzed, and reported as necessary. Similarly, in [19], the
dangers and driving behaviors were evaluated. The system identifies situations where
something goes wrong, which is referred to as the detection of sleepiness. When detected,
the system immediately alerts the relevant parties when an accident is predicted. When
one of the factors reaches an alarming rate, this solution detects the driving pattern. For
this, it considers speed, unpredictable driving, and speed control. The system is installed
on a smartphone with detectors and employs data correction and classification algorithms
to filter the data. After the data are cleaned from noise and undergo a cross-correlation
procedure, the speed is estimated, and the driver’s behavior is determined, based on the
real-time data.

Along the same direction, the authors of [22] focused on reducing the causes of motor
vehicle collisions. Using IoT devices and IR (infrared) sensors, the vehicle’s current location
and velocity are determined. The RFID (radio frequency identification) system determines
the number of vehicles in motion. A module is used for GSM (global system for mobile)
communications, and a solution is created by combining the three modules, each of which
employs one sensor.

From the above-discussed research works, it was found that road accidents can be
significantly reduced by adopting new technologies. However, existing solutions are
predominantly limited in the context of security, scalability, latency, or privacy. The use of
IoT devices with a security perspective, such as blockchain, and advancements to increase
efficiency, such as the use of machine learning algorithms, must be integrated in a manner
that prevents the drawbacks associated with these solutions.
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3. Methodology

This work aims to continuously monitor the BAC level and vehicle stability and to
transfer data to the blockchain in real time. If the driver’s BAC level exceeds the threshold,
the driver is considered intoxicated. The system is installed in the vehicle and is connected
to the internet. The motion sensor and alcohol sensor are used in conjunction to determine
whether or not the driver is intoxicated. Thus, if the driver employs a method to obstruct
the alcohol detection sensor, the motion sensor remains operational and can be used to
determine whether the driver is intoxicated. The system consists primarily of two modules:
the IoT module and the blockchain module.

3.1. IoT Module

Using a variety of sensors, this module monitors the driver’s BAC level and generates
a data stream for transmission to the blockchain module. The data stream includes the
driver’s alcohol concentration, the vehicle’s motion stability, and its location. The IoT
hardware module is comprised of several sensors and IoT devices. In the hardware
description, the specific components utilized by this module are outlined. The circuit and
flow diagrams are described in the hardware architecture section.

3.1.1. Hardware Description

The hardware devices, including sensors that are used to sense and collect data from
the vehicle, are the Arduino breakout board, MQ3 alcohol detector, MPU6050 accelerometer,
gyroscope module, and NEO-6m GPS module.

Arduino Nano is an Atmega328p-based small breakout board. It functions as a central
board to which the sensors are attached. It collects data from sensors and prepares it for
serial communication transmission. It has built-in analog-to-digital conversion so analog
sensors can be connected directly. It has an integrated power supply module, allowing
sensors and other devices connected to this board to be powered directly by this board.
It can be powered by either a USB (universal serial bus) or an external power supply.
The input voltage ranges between 7 and 12 V. Using the IDE (integrated development
environment) made available by Arduino, the embedded C can be used to program Arduino.
Figure 2 depicts the front and back views of the Arduino Nano breakout board, as well as a
description of each pin.

The MQ3 sensor is the most important component in the alcohol detection process. In
the realm of metal oxide semiconductors, this component is classified as a chemiresistor
type. It can detect alcoholic beverages, ethanol, and cigarette smoke. While the driver is
operating the vehicle, this sensor determines the driver’s BAC. Pin 2, also known as GND
(ground), is connected to the ground, and pin 1, also known as VCC (voltage common
collector), is connected to a power supply that delivers 5 V to it. It is capable of analog
output and digital output. The analog output is handled by the fourth pin. The range of the
analog output is anywhere from 0 to 5 V. The digital output is handled exclusively by Pin
3. The digital output has two predetermined values: 0 volts (meaning sober) and 5 volts
(meaning drunk), with 0 volts meaning false and 5 volts meaning true. Figure 2 illustrates
the sensor diagram with the mentioned pinout.

The sensor that monitors the vehicle’s motion stability is MPU6050. It is an IMU
(inertial measurement unit) with six axes. It is equipped with a three-axis accelerometer
and a three-axis gyroscope, enabling the system to measure rotation along all three axes,
static acceleration due to gravity, and dynamic acceleration due to motion. The sensor
consists of eight conductive pins. As the sensor is 5 V-rated, the VCC pin is connected
to 5 V, and the GND pin is connected to 0 V. The SDA (serial data) and SCL (serial clock)
pins are connected to Arduino’s A4 and A5 pins, respectively. I2C [32] is used to facilitate
communication between the sensor and Arduino. The I2C protocol uses two data lines for
data communication: a SCL that is pulsed at regular intervals by the Arduino controller
board, and a SDA pin over which data are transmitted between the sensor and Arduino.
The Arduino library [33] for mpu6050 includes the ’getMotionInterruptStatus’ function,
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which determines if the motion stability level is within the threshold value. The system
was tested with multiple values, and 20 is determined to be the most suitable. If the vehicle
accelerates or decelerates rapidly in any direction to the extent that its motion stability level
exceeds the predetermined threshold, the vehicle will be deemed unstable and the driver
will be committing careless driving. The sensor’s appearance is depicted in Figure 2, along
with pin labels.

Figure 2. IoT devices that are used in the DrunkChain.

The NEO-6m GPS module’s primary purpose is to ascertain the precise geographic
location of a moving vehicle at any given time. It is able to achieve a high-tracking
sensitivity of −161 dB because it can pick up transmissions from as many as 22 satellites
simultaneously, across a total of 50 separate channels. This makes it possible to achieve
such a high-tracking sensitivity. In terms of the amount of power it consumes, it only needs
45 mA (milliamperes) of current. The GPS module can perform location updates at a rate
of up to 5 times per second, and they are accurate to a horizontal distance of 2.5 m. Serial
communication is the method through which it interacts with Arduino. This indicates
that Arduino receives readable GPS data once every second from the device. The TTFF
(time-to-first-fix) of the positioning engine used in the U-Blox 6 is less than one second,
earning it a reputation for being extremely quick. The PSM (power save mode), which helps
reduce power consumption by selectively switching off certain components, is one of its
most notable features. This mode is responsible for turning on and off certain components
of the receiver. The GPS module Neo 6 m is in charge of handling satellite positioning
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duties. The geolocation of the vehicle is what we are trying to determine with this GPS
module’s help. The current latitude and longitude of the vehicle are communicated by
it. The module’s low power consumption, ease of interface, and relatively high level of
accuracy compared to other modules currently on the market are factors that led to its
selection. The GPS module, along with the pin description and the antenna, can be seen in
Figure 2.

3.1.2. Hardware Architecture

The IoT hardware module’s block diagram is shown in Figure 3. The Arduino board
is linked to the Alcohol sensor, motion sensor, and GPS module. Arduino Nano collects
and compiles sensor data as central units. The data are reported continuously via serial
communication at 1 s intervals. The data have formats, such as alcohol. Value: <ALCOHOL
SENSOR VALUE>, motion stability: <MPU6050 MOTION STABILITY VALUE>, latitude:
<GPS Latitude>, longitude: <GPS LONGITUDE>}, where ALCOHOL SENSOR VALUE>
ranges from 0 to 1023, and MPU6050 MOTION STABILITY VALUE> can be either 0 or 1,
indicating whether the vehicle is stable or not, GPS Latitude> contains the geographi-
cal latitude of the vehicle, and GPS Longitude> contains the geographical longitude of
the vehicle.

Figure 3. Block diagram of the DrunkChain device.

Figure 4 illustrates the IoT hardware module’s workflow. Arduino begins collecting
data from sensors as soon as the module is powered up. The MQ3 sensor is straightforward
because it outputs the sensor’s analog value. The analog-to-digital converter within Ar-
duino is used to read the signal. The MPU6050 motion sensor is connected to Arduino via
the ’Itextsuperscript2C’ bus. Arduino begins to listen for the motion interrupt. When the
motion instability threshold is exceeded, the event is triggered and the vehicle is deemed
unstable. Arduino prepares data accordingly. Arduino is connected to the NEO-6m GPS
module via serial communication. Every second, Arduino reads the latitude and longitude
of the vehicle from this module. Arduino transmits the collected data via the serial port at
a one-second interval.



Sensors 2023, 23, 5388 9 of 21

Figure 4. Flow diagram of the DrunkChain device.

3.2. Blockchain Module

Driver monitoring systems are insecure and susceptible to numerous cyberattacks,
such as hacking and DDoS (distributed denial-of-service) attacks. Any user with access to
the central database has the ability to modify the record at any time. Blockchain technology
is considered a solution for these types of issues. The blockchain module is comprised of
two sub-modules that are elaborated on in the subsequent sections.

3.2.1. Module Architecture

The IoT hardware module detects and transmits the vehicle’s BAC and motion stability
via serial communication. This module is connected via USB to Raspberry Pi in order to
receive the data via USB-serial communication. In the system, Raspberry Pi 3 Model B+ is
utilized. In the current implementation, Raspberry Pi is a single-board computer that runs
Ubuntu 20.04 [34]. Ubuntu is a Linux-based operating system designed for a variety of
purposes. The application is written using Node.js. The [35] Algorand blockchain is utilized
by the system. Algorand is significantly more efficient in terms of time, which makes it
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suitable for IoT implementation. The PureStake API (application programming interface)
service simplifies the onboard procedure for the Algorand network. Utilizing PureStake’s
existing infrastructure platform provides developers with easy access to Algorand’s native
REST APIs. Raspberry Pi continues to perform blockchain transactions at 10 s intervals
indefinitely. The driver’s BAC level and motion data are added to the blockchain every 10 s.
Once data are written, it is written permanently, and it is technically impossible to modify
the transaction details. Figure 5 depicts the system’s overall architecture diagram. The
computer utilized by the system is a Raspberry Pi 3 Model B+. This compact single-board
computer has numerous interfaces, making it suitable for IoT projects.

Figure 5. The overall system architecture of DrunkChain.

Figure 6 shows a comprehensive architectural diagram showing data management
strategies, IoT devices, and blockchain network interaction of DrunkChain. Smart sen-
sors, alcohol detection systems, and vehicle modules are examples of IoT devices that
are represented by the “IoT Devices” subgraph. Blockchain nodes, the consensus mech-
anism, immutable storage, and access control comprise the blockchain network. These
are represented by the “Blockchain Network” subgraph. Data encryption and valida-
tion/verification are two data management strategies that are represented by the “Data
Management Strategies” subgraph. The connections between the diagram’s elements are
indicated by arrows, which indicate the movement of data and operations. For example,
IoT devices are linked to blockchain nodes, which represent the data collection process. The
consensus mechanism, immutable storage, and access control are linked to the blockchain
nodes, demonstrating the flow of information and processes inside the blockchain network.

A system model consisting of various IoT modules that are networked with each other
is displayed in Figure 7. The schema is set up so that the Arduino Nano, which is the one
that is connected to the three sensors (the MQ3, the MPU 6050, and the NEO-6m GPS), is the
one that gathers data from the sensors and sends them to Raspberry Pi in the form of serial
communication. Raspberry Pi then computes the data and sends them to the blockchain.
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Figure 6. DrunkChain comprehensive architecture showing the interaction between IoT devices and
blockchain modules.

Figure 7. DrunkChain system/network model.

Figure 8 displays the adversary model that has been discussed. In this model, we delve
into the details of the physical location where the module is placed, the network sources to
which the IoT module will be continuously connected for sending the driver’s BAC level
to the blockchain, and the resources required for constructing the physical structure of
the design. In addition, the problem statement and requirements for the project must be
specified. Through this process, the design’s necessary capabilities are refined.
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Figure 8. DrunkChain adversary model.

If the MQ3 alcohol detector is unable to detect the BAC level due to the driver’s mouth
direction, the MPU 6050 and NEO-6m GPS will trace the motion stability and location of
the vehicle. After this, a data stream will be created to send the information over to the
Raspberry Pi computer. This process is illustrated in detail in Figure 9. This information is
stored on the blockchain by Raspberry Pi.

The cost breakdown of the design modules is shown in Figure 10; its purpose is to
ensure that the desired product will develop a financial boundary equal to a certain amount,
in this case, USD 87.92 We are able to buy an alcohol sensor, a location tracker, a vehicle
stability sensor, a gyroscope module, an Arduino breakout board, and Raspberry Pi with
this amount of money.

3.2.2. Challenges Catered to by Blockchain

• Enhanced overall security of the system: The IoT modules are low-powered and
computationally inferior devices. Modern security and cryptography algorithms
cannot be implemented directly in these devices. This equipment is susceptible to
hacking and DDoS attacks. Blockchain offers authentication and authorization, which
reduces the likelihood of such attacks.

• Improved scalability: The IoT hardware needs to be installed on a large fleet of vehicles
that generate an enormous amount of data every second, and the number of vehicles
equipped with this system will continue to grow. Blockchain offers superior scalability
compared to a centralized cloud server. Blockchain is fundamentally distinct from
centralized systems and is designed to address issues such as scalability.

• Interoperability: Blockchain offers a uniform interface that is compatible with a variety
of software and hardware environments. It improves the interoperability between
IoT devices equipped with blockchain and other environments. In the current imple-
mentation of the system, both humans and other machines or software can access and
utilize the data of any monitored vehicle driver. The data can be extracted, searched,
and visualized by humans, machines, and software-based platforms.
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• Execution time: A solitary organization operates and maintains a centralized system.
If this is improperly loaded with unwanted software, consumers will be prevented
from using it. This will have an impact on the execution times of all consumers. If the
system is distributed, as opposed to centralized, then in the event that a node becomes
severely overloaded or is destroyed, there will be a minimal performance change on
the blockchain. This is because the blockchain operates on chains of blocks.

Figure 9. Diagrammatic representation of the proposed design.
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Figure 10. Cost analysis of the DrunkChain system.

4. Results

A methylated spirit that is 90% pure alcohol was used for testing the alcohol sensors
and calculating BAC levels. This spirit is used in the industry. According to the MQ3
sensor’s datasheet, which can be found at [36], the sensor is capable of detecting BAC
concentrations ranging from 0.05 to 10 mg/L. The maximum and minimum possible analog
values for the sensor are set at 334 and 80, respectively. With these values, it is possible to
calculate the BAC value for the sensor values that fall within this range. The relationship
between the BAC in mg/L and the increase in the analog sensor value is shown in Table 4;
Figure 11 shows the visual presentation of the relationship between distance and the BAC
in mg/L.

Table 4. BAC content in relation to the driver’s mouth distance.

Distance (cm) Sensor Value BAC (mg/L)

0 334 10
10 272 7.12
20 190 5.33
30 137 3.27
40 87 0.19
50 80 0.05

4.1. Protection Against Adversarial Attacks

The system protects against a variety of attacks and flaws in data security and is briefly
discussed here.
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4.1.1. Data Mutability

A traditional traffic monitoring system with a centralized system and, therefore, a
centralized database where all the data are stored, is susceptible to change. The data can be
modified or even deleted at any time by anyone with sufficient access rights. This issue is
resolved as a result of the application of blockchain technology. Figure 12 illustrates the
blockchain transactions for the proposed approach. Once the transaction is completed, it
becomes a permanent part of the system. None of the transactions may be removed or
altered by an individual authority.

Figure 11. BAC vs. the distance from the driver’s mouth.

Figure 12. Drives read-only transactions to ensure the immutability of data.

4.1.2. Identity Theft

Identity theft is a type of cyberattack in which a hacker obtains and uses an individual’s
personal information without their knowledge or consent, such as their name, address,
and financial information. This information could be used by the hacker to impersonate
the victim, commit fraud, or other crimes. Users’ identities can be verified securely and
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transparently using blockchain-based systems, making it more difficult for hackers to
impersonate legitimate users. The system has the potential to aid in the prevention of
identity theft by providing a secure and transparent method of verifying the identity of
individual vehicle drivers.

4.1.3. Man-in-the-Middle Attack

Blockchain technology enables secure communication between parties without requir-
ing a central authority. This can aid in the prevention of man-in-the-middle attacks, in
which a hacker intercepts and modifies communications between two parties. The data
sent to the blockchain are not transmitted in their original formats, but rather in encrypted
formats, ensuring their security. Figure 13 demonstrates how the attack is thwarted using a
decentralized system, such as a blockchain.

Figure 13. DrunkChain’s protection against man-in-the-middle attacks.

Figure 14 illustrates the threats that can damage sensitive data, such as the live status
of the driver if he is responsible for an accident. This stored data can be retrieved by
authorized police stations, but if the data are altered by an unauthorized individual, the
sensitive data may be altered or lost. Therefore, a robust and secure platform is required
for storing driver statistics.

4.2. Comparison with Existing Systems

Table 5 provides a comparison of the current system to other systems that are already
in place. When comparing different systems using the same criteria, there are five primary
systems that are taken into account.

The first candidate for comparison is the traditional system, in which police officers
manually stop and inspect each vehicle whose driver appears to be an alcohol-impaired
suspect. This system is inefficient, slow, time-intensive, and resource-intensive. Police
officials can manually identify drunk drivers by smelling their breath and observing how
they drive. As humans are prone to making mistakes, there is a high likelihood that a
drunk driver will be overlooked. A drunk driver can substitute another person for himself
in the vehicle, and police can only check the driver before letting him go. The scalability of
this system is also poor. Scaling requires additional human resources.
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Figure 14. Security analysis of the DrunkChain approach.

Table 5. Evaluation of the proposed system concerning existing systems.

Evaluation Parameter Traditional
System [24] [18] [20] [37] Proposed

Alcohol detection and prevention system × X × × X X
Security × × × X X X
Security implementation details are valid and well explained × × × X × X
Scalable × × × X X X
Energy efficient × × × × X X

In [24], the authors proposed a straightforward system for detecting potholes and
alcohol. This system lacks security and is extremely susceptible to attacks. There are no
data transfers over the network and scalability can, therefore, be a big challenge. In [18],
the authors proposed a mobile application that uses a phone’s built-in orientation sensor
to determine whether or not a driver is intoxicated. This system is extremely ineffective
because it lacks sensors to detect the amount of alcohol in the driver’s breath. Even if a
driver is driving in poor road conditions, the system may declare him to be intoxicated.
This system does not utilize cloud storage to store data and scalability is challenging.

Another system for comparison is the one proposed in [20], which incorporates
blockchain implementation in the e-government sector. It illustrates how blockchain
technology can be utilized for the storage and retrieval of public data. It primarily focuses
on the security aspects and their implementations but makes no mention of alcohol de-
tection and prevention. Furthermore, no hardware modules or sensors are considered
for the prevention of accidents caused by drunk drivers. In [37], the authors presented a
system that detects intoxicated driving based on the driver’s BAC and motion stability.
In this work, the blockchain was implemented, but the authors did not specify the type
of blockchain implemented or how it was integrated with hardware. Only the Arduino
board is used as the central processing unit in this work, which is insufficient to implement
blockchain technology.

Performance comparison results given in Table 5 indicate that the proposed system is
superior to existing systems concerning BAC detection and energy efficiency. Moreover,
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the proposed system is attack-tolerant due to the implementation of blockchain technology.
In addition, to accommodate more sensors and communication technology, the system is
scalable for further extension.

4.3. Performance Tests

To ensure the connectivity of hardware and reliability of the system, the below-
mentioned tests were performed on the system.

Network Connectivity Tests

The built-in Wi-Fi module of Raspberry Pi could connect to a Wi-Fi network up to
20 m [38]. The internet source for the system was a 4G LTE-powered portable Wi-Fi hotspot
and the device name was EVO Charji [39]. Raspberry Pi could connect to this internet
device within the range of 17 m. The first test involved monitoring the system’s network
health at a distance from the Wi-Fi source, which was the EVO Charji device. A total of 100
API calls were made to store data on the blockchain for each batch at different distances
from the Wi-Fi source, as can be seen in Figure 15.

Figure 15. API success rate vs. distance from the Wi-Fi access point.

The success rate of API calls was also tested based on internet speed. This test was
performed by hitting batches of 100 APIs by manually controlling the internet speeds,
which could be seen in Figure 16.

Figure 16. Internet speed vs. distance from the Wi-Fi access point.

5. Limitations, Future Directions, and Practical Applications of Study

This paper proposes a method that employs blockchain technology and the Internet
of Things (IoT) to combat drunk driving and reduce related traffic accidents. This section
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provides some basic constraints, future research directions, and potential applications for
the suggested system, in addition to the study’s specifics.

5.1. Limitations of the Study

• Scalability: Implementing a blockchain-based IoT system to prevent drunk driving
may result in scalability issues. As the Internet of Things (IoT) devices and system
participant numbers grow, the blockchain network may encounter challenges with
transaction processing speeds and data storage capacity.

• Privacy concerns: Collecting and disseminating sensitive information regarding alco-
hol intake and driving behavior can lead to privacy concerns. It is essential to protect
the security and privacy of this information to prevent its misuse or unauthorized
access.

• Adoption and compliance: The successful implementation of the proposed system
is contingent on the participation and cooperation of many stakeholders, including
drivers, vehicle manufacturers, law enforcement agencies, and regulatory authorities.
Encouraging system adoption and enforcing system compliance can be challenging.

5.2. Future Research Directions

• Performance optimization: Further study can concentrate on improving the scalability,
transaction processing speed, and energy efficiency of a blockchain-based Internet
of Things system. Investigating different consensus techniques or designing hybrid
designs may assist in enhancing the performance of the system.

• Privacy-preserving methods: Developing privacy-preserving procedures, such as zero-
knowledge proof or safe multiparty computation, enables the sharing of relevant data
without jeopardizing the privacy of people. Investigating improved cryptography
algorithms can alleviate privacy concerns.

• Machine learning and predictive analytics: Integrating machine learning algorithms
and predictive analytics can assist in identifying patterns and predicting possible
drunk driving events. Improving the system’s ability to recognize harmful conduct
in real time can result in more effective preventative measures. Further study might
concentrate on improving the scalability, transaction processing speed, and energy
efficiency of the blockchain-based Internet of Things system. Investigating differ-
ent consensus techniques or designing hybrid designs may assist in enhancing the
performance of the system.

5.3. Applications in Practice

• Prevention and awareness: The study’s findings can be utilized to develop educational
and awareness efforts aimed at both drivers and the general public. Accidents can be
reduced by promoting safe alcohol intake and emphasizing the necessity of preventing
drunk driving.

• Law enforcement: The suggested technology can aid law enforcement agencies by
delivering real-time information and notifications regarding possible drunk driving
events. These data can assist them in prioritizing their resources and acting swiftly to
avert mishaps.

• Insurance industry: Using the obtained results, insurance businesses might build
unique goods and services, for instance, delivering premium discounts to individ-
uals who actively participate in the blockchain-based IoT system and display safe
driving behaviors.

• Manufacturers of motor automobiles: The findings can affect the design and devel-
opment of vehicles to include improved sensors and technology that can identify
indicators of alcohol impairment in drivers. This can contribute to the development of
safer automobiles and lower the likelihood of drunk driving-related incidents.
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6. Conclusions

This study presents a novel secure, scalable, and commercially feasible solution for
drunk driving detection. The conventional procedure, where police officers personally
stop and inspect each car whose driver appears to be under the influence of alcohol, is
unnecessarily slow, time- and resource-consuming, and ineffective. In addition, human
error and bias can lead to wrong identification or allow the culprit to leave. Although
several automated systems exist, such systems are prone to adversarial attacks, are ex-
pensive, and lack scalability. The presented system incorporates IoT sensors, including
BAC level identification, vehicle motion analysis, and GPS sensors, which provide accurate
BAC estimation, the driver’s driving behavior, and vehicle location. In addition, the use of
blockchain technology makes the system secure against cyberattacks. The records that are
written are immutable, and the information transfer and retrieval are both very scalable and
secure. The performance comparison with existing systems shows the superiority of the
proposed systems in terms of security, scalability, and energy efficiency. In the future, we
intend to extend this work by implementing machine learning models to analyze motion
data for BAC identification. Video data of drivers may also be added with a BAC sensor to
obtain more accurate results for driver intoxication.
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